
 

 
I. INTRODUCTION 

The Niagara North Family Health Team understands that some employees may, 
at times, be asked to or be given the option to work from home. Working from 
home is not a universal privilege, and will be arranged case by case. This policy 
outlines the process used and expectations for employees working from home. 
This policy complement the Virtual Care Policy.  

II. BACKGROUND 

This policy does not alter or replace the terms of an existing employment 
contract. Employees must comply with all company rules, policies, practices, and 
instructions that would apply if the employee were working at the regular 
company worksite. Working from home is completely voluntary; the Niagara 
North Family Health Team will not require an employee to work from home. 

Work hours, compensation, and leave scheduling will continue to conform to 
applicable policies and agreements. Requests to work overtime or use leave time 
must be approved by the employee’s supervisor in the same manner. 

 
IV. PROCESS  

Permission to work from home must be pre-approved and will be reviewed 
regularly by the Executive Director. If, at any time, the arrangement no longer 
meets business or productivity goals, the Niagara North Family Health Team 
reserves the right to revoke the agreement. In addition, during times of crises, 
staff working at home may be asked to return to work in order to be re-deployed 
within the organization. 

Payroll 

Employees working from home must submit electronic time sheets for all time 
spent working offsite. No changes will be made to the method of payment or the 
amount. If an employee is found to have made false reports on their time cards, 
they may be subject to discipline up to and including termination.   
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Performance Management 

Working from home should not affect an employee’s ability to complete day-to-
day functions, including communicating with colleagues, management, 
customers, and so on. Employees must stay updated on department and work 
events. Employees must keep the Executive Director informed on the progress of 
assignments and reach out for support if needed. If an employee’s presence is 
required for a meeting at the worksite, reasonable notice will be provided.  

Use of Company Property 

Employees must coordinate with the IT/Program manager prior to working at 
home to ensure that their equipment meets data security and confidentiality 
standards. Employees are required to adhere to all privacy and confidentiality 
policies of the family health team when working at home.  

Documentation 

Ensure that you are making appropriate notes and documentation of all visits 
held virtually as you would an in-person visit. Do not use any recording function 
for the virtual visit. Remind patients not to record on their end. If you need to take 
a photograph or make a record, you must have the individual patient’s 
permission and you will need to take precautions to properly document the 
recording in the usual electronic health information system or record. In addition, 
you are responsible for continuing to complete your statistics tracker and visit 
data for FHT Ministry of Health reporting.  

Working from Home 
 
How We Provide Virtual Care  
Virtual care may be provided by telephone, video visit, or secure messaging. To 
determine which type of virtual care is most appropriate, you should consider the 
type of appointment, the patient’s access to technology, the importance of non-
verbal cues to the clinical concern, whether a visual physical exam is necessary, 
and the patient’s preferences, availability of technology or internet, and any 
language, mobility, hearing, or visual barriers.  
 
Working from home creates additional challenges for clinical professionalism, 
boundaries and privacy.   
 
Approved Technology 
 
For video visits, we are must use one of the approved technologies: 

• https://www.ontariohealth.ca/verified-vendor-list  

Please do not use other technology or personal devices without asking your 
Executive Director or Manager. 
For secure messaging, we are using the Pomelo Portal.  



 
Please do not use personal email, unencrypted text messaging, or free 
cloud-based videoconferencing platforms to communicate with patients. 
 
Devices 
Please use one of our computers issued to you. If you have to you a personal 
device, please speak with your Executive Director first. If you are using a Niagara 
North resource in order to work at home, you are acknowledging responsibility for 
the maintenance and care of that device.  Company-owned resources may only 
be used for business purposes. Employees must take reasonable steps to 
protect any company property from theft, damage, or misuse. Depending on the 
circumstances, the employee may be responsible for any damage to or loss of 
company property.   
 
Privacy Considerations 

 
A. Data Minimization 

Employees and other agents will have access to only the minimum 
amount of personal health information necessary to perform their duties.  
 

B. Private Space 

Extra care is necessary to ensure family members or others with whom 
you are sharing space cannot see or overhear your virtuals visits. The 
employee is responsible for providing adequate workspace and 
furnishings while working from home. 

  
C. Technology 

• Do not post publicly your meeting ID, Room ID or other consultation 
identifiers (such as on websites or social media posts)  

• Do not use public wifi 
• Use our virtual private network to remote into our office computer 

system 
• Do not download personal health information records on your own 

personal device 
• Lock your computer when it is not in use  by you 
• Do not share your passwords 
• Have a different password personally and prefessionally 
• Do not click on anything strange or weird emails. Especially related 

to “invoices” or “change your password”. These are likely hacking 
attempt emails. 

• Do not lend technology containing personal health information to 
anyone without authorization. 

• Keep devices safe and secure from loss or theft and if it is lost or 
stolen erase the contents of the device remotely, if possible. 



• Report to the Privacy Officer immediately a lost or stolen personal 
device that has access to the workplace network and/or email 
and/or that contains patient information 

 
Please refer to the Niagara North Virtual Care Policy for more detailed guidance 
on the provision of virtual care either from home or in the office.  

 
D. Paper 

• Avoid printing documents with personal health information at home 
• Do not leave paper that has personal health information on it 

available to anyone else in your home 
• When not working, keep all paper for work in a bag, locked room or 

some other secure place. Care	should	be	taken	to	avoid	family	or	friends	
or	other	visitors	from	having	any	access.	

• Paper records no longer needed must be either shredded with a 
cross-cut or confetti shredder on site (meaning at home or other 
remote work location) or brought back to the workplace for secure 
destruction. Do not put paper records containing personal 
information in the garbage or recycling. 

Note: merely removing someone’s name from a record does not 
necessarily anonymize the record. 

 
E. Blocking your personal/home number 

• If you are using a personal phone (landline or mobile) ask your 
telecom provider or check their website how you can block your 
number when using it for virtual visits 

 
F. Consultation and Debriefing 

• Clinicians are reminded you can still contact colleagues to consult or 
debrief remotely to reflect how we would normally support each 
other 

Do your best to protect privacy. We have heard there have been attempts at 
cyberattacks during the pandemic.  If you suspect your records or a virtual visit 
has been compromised, let the FHT Privacy Officer (Executive Director) know 
immediately.   
 

End of Agreement 

At the end of a work from home agreement, employees must promptly return all 
company property used for working at home. Failure to do so may result in 
discipline for current employees or legal action if the employee no longer works 
for the company.  

 



Acknowledgement and Agreement 

I, (employee name), acknowledge that I have read and understand the Working 
from Home Policy of the Niagara North Family Health Team. Further, I agree to 
adhere to this policy. I understand that if I violate the rules or procedures outlined 
in this policy, I may face disciplinary action up to and including termination of 
employment. 

Name:                ____________________________________ 

Signature:        ____________________________________ 

Date:                ____________________________________ 

Witness:        _____________________ 


