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INTRODUCTION 

The recent pandemic has facilitated a shift in the provision of care from one largely 
founded on in-person visits to a mix of in person and virtual care. This care, while 
increasing flexibility creates the need for guidance to maintain the safety and 
confidentiality of our patients personal health information.  This policy provides guidance 
on the safe provision of virtual health care visits. This policy complements the Working 
at Home Policy.  
 

POLICY 

How We Provide Virtual Care  

Virtual care may be provided by telephone, video visit, or secure messaging. To 
determine which type of virtual care is most appropriate,  you should consider the type 
of appointment, the patient’s access to technology, the importance of non-verbal cues to 
the clinical concern, whether a visual physical exam is necessary, and the patient’s 
preferences, availability of technology or internet, and any language, mobility, hearing, 
or visual barriers.  

Approved Technology 

For video visits, you must use one of the approved and veritied technologies: 

• The list of approved video visit platforms can be found at:  
https://www.ontariohealth.ca/verified-vendor-list  

Please do not use other technology or personal devices without asking your manager or 
the Executive Director.  

For secure messaging, we are using the Pomelo Patient Portal.  
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The Niagara North Family Health Team does not permit the use personal email, 
unencrypted text messaging, or free cloud-based videoconferencing platforms to 
communicate with patients. 

Data Minimization 

Employees will access only the minimum amount of personal health information 
necessary to perform their duties.  

Documentation, Recordings and Photographs 

Virtual visits require the same level of documentation of care as an in-person visit – 
refer  to the Niagara North Documentation Policy.  

Do not use any recording function for the virtual visit unless it is necessary and you 
have express patient consent.  If you need to take a photograph or make a recording, 
you must have the individual patient’s permission and you will need to take precautions 
to properly document the recording in the usual electronic health information system or 
record.   

Physical and Technical Safeguards to Protect Personal Health Information 

A. Devices 
• Please use one of our computers issued to you. If you have to use a personal 

device, please speak with your supervisor first. 
• Do not lend technology containing personal health information to anyone without 

authorization. 
• Keep devices safe and secure from loss or theft and if it is lost or stolen erase 

the contents of the device remotely, if possible. 
• Report to the Privacy Officer immediately a lost or stolen personal device that 

has access to the workplace network and/or email and/or that contains patient 
information. 
 

B. Physical Safeguards 
• Keep all technology containing personal health information, such as desktop 

computers and servers, in a secure location. 
• Keep portable devices containing personal health information, such as 

smartphones, tablets, and laptops, in a secure location, such as a locked drawer 
or cabinet, when they are unattended. 

• Restrict office access, use alarm systems, and lock rooms where equipment 
used to send, receive or store personal health information is kept. 

• Extra care is necessary to ensure family members or others with whom you are 
sharing space cannot see or overhear your virtual visits.  

• Physically segregate and restrict access to servers to only authorized persons. 
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• Technology   
Use only approved email, messaging, and videoconfering accounts, software, 
and equipment. 

• Use firewalls and protections against software threats. 
• Regularly update applications with the latest security and anti-virus 

software. 
• Encrypt data on all mobile and portable storage devices, both in transit 

and at rest. 
• Do not post publicly your meeting ID, Room ID or other consultation 

identifiers (such as on websites or social media posts).  
• Use our virtual private network to remote into our office computer system. 
• Do not use public or unsecured WiFi to access our secure system. 
• Sign in and out of the secure remote server each time of use and not have 

a saved password to the secure remote server on any device that others 
could utilize. 

• Do not download personal health information records on your own 
personal device or any other devices. Patient information should only be 
stored in the EMR. 

• Check the “Temporary Downloads” or “Scanned Files” before signing off a 
device to ensure nothing work related was accidentally saved on a 
personal device or in the wrong place on a work device. If it was, delete 
the work-related record from the personal device/unauthorized place.  

• Lock your computer when it is not in use  by you or when left unattended. 
• Use and maintain strong passwords. 
• Do not share your passwords with family members or anyone else. 
• Review and set default settings to the most privacy protective setting. 
• Verify and authenticate a patient’s identity before engaging in an email 

exchange, chat, or videoconference. 
• Do not click on anything strange or weird emails. Especially related to 

“invoices” or “change your password”. These are likely hacking attempt 
emails. 

 
C. Paper 

• Keep papers in a locked box or bag for transport and do not leave files in 
your car or public transit. 

• Do not print documents with personal health information at home unless 
absolutely necessary. 

• Do not leave paper that has personal health information on it available to 
anyone else in your home. 

• When not working, keep all paper for work in a bag, locked room or some 
other secure place. Care should be taken to avoid family or friends or 
other visitors from having any access. 
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• Paper records no longer needed must be either shredded with a cross-cut 
or confetti shredder on site (meaning at home or other remote work 
location) or brought back to the workplace for secure destruction. Do not 
put paper records containing personal information in the garbage or 
recycling. 

Note: merely removing someone’s name from a record does not necessarily 
anonymize the record. 

 
D. Blocking your personal/home number 

• If you are using a personal phone (landline or mobile), you can choose to 
block your phone number. There are different ways to block your number 
depending on your phone. Ask your telecom provider or check their 
website for how you can block your number when using it for virtual visits. 
If you are using a landline, *67 will block your number. 

 
E. Consultation and Debriefing 

• Clinicians are reminded you can still contact colleagues to consult or 
debrief remotely to reflect how we would normally support each other. 

Do your best to protect privacy. We have heard there have been attempts at 
cyberattacks during the pandemic.  If you suspect your records or a virtual visit has 
been compromised, let the FHT Privacy Officer know immediately.   

Administrative Safeguards 

All team members including employees and other agents must attend training on the 
use of secure email, messaging, and videoconferencing platforms.  

The Privacy Officer ensures that we as an organization: 

• regularly maintain authorizations on a need-to-know basis 
• ensure team members are aware of their ongoing obligation to avoid collecting, 

using or disclosing more personal health information than is necessary 
• ensure confidentiality agreements contain explicit provisions dealing with team 

members’ obligations when using secure email, messaging, or videoconferencing 
to deliver virtual health care 

• monitor and address cybersecurity threats, for example by: 
o updating software regularly 
o providing ongoing security training to team members to dupport the 

detection of phishing attempts 
o conducting regular threat risk assessments 

• review, maintain, and monitor audit logs 
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Email 

Communicating with patients using insecure email is discouraged and should only be 
used if the patient is not connected to the portal and at their their personal request.  Do 
not use personal email accounts to communicate with patients. Recomment to patients 
that they use a password-protected email address that only they can access.  

When using email to communicate with patients, ensure that you are sending messages 
to the correct person – the following steps can help avoid misdirection: 

• verify the recipient’s identity by sending a test message in advance and asking 
for confirmation to ensure the message reaches the intended recipient; 

• confirm email addresses are up to date; 
• ensure that the recipient’s email address corresponds to the intended address; 

and 
• regularly check pre-programmed email addresses to ensure that they are still 

correct. 

When sending email messages to patients: 

• provide notice that the information received is confidential; 
• provide instructions to follow if an email is received in error; 
• minimizing the disclosure of personal health information in subject lines and 

message contents to the greatest extent possible; 
• use encryption for emails to and from patients that contain personal health 

information including by encrypting or password-protecting document 
attachments and sharing passwords separately through a different channel or 
message;1 and 

• if the use of encryption is not feasible, we determine if the use of unencrypted 
email is reasonable in the circumstances after considering all relevant factors, 
including the sensitivity of the information, the purpose of the transmission, and 
the urgency of the situation. 

As part of protecting information communicated by email, please: 

• acknowledge receipt of emails; 
• inform patients of any email address changes; and  
• store personal health information on email servers only for as long as is 

necessary to serve the intended purpose. For example, if email communication is 
documented in the patient’s record, it may not be necessary to retain duplicate 
copies of the information on an email server. Likewise, ensure that all copies of 
emails containing personal health information on portable devices are securely 

                                                             
1 Encryption must also be used when emailing personal health information other health information custodians. 
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deleted when they are no longer needed and are documented in the patient’s 
record. 

Videoconferencing 

When using viceoconferencing for virtual care, clinicians should: 

• address accessibility concerns if any regarding captioning or screen readers and 
remind patients of steps that they can take to protect their privacy such as joining 
from a private location and using a secure internet connection; 

• join the videoconference from a private location – i.e. using a closed, soundproof 
room or an otherwise quiet and private place with window coverings as required; 

• use a secure internet connection; 
• use headphones rather than the speaker on the device to prevent being 

overheard by others; 
• watch where screens are positioned to prevent others from seeing; 
• once logged into the videoconference: 

o check the meeting settings to ensure the meeting is secure from 
unauthorized participants;  

o not record the meeting unless it is necessary and the patient provides 
express consent; 

o at the start of an initial visit, verify the identity of the patient. In the event of 
a new patient encounter, compare the patient’s image with a photo on file 
or ask the patient to hold up their health card to the camera for 
confirmation; 

o introduce yourself and any others who are present on the health care 
provider side of the interaction and ensure the patient consents to the 
presence of any additional individuals; 

o inquire if anyone is accompanying the patient and confirm the consent of 
the patient; and 

o remind the patient that they can blur their background if they do not want 
the clinician or clinician(s) to see more than is needed to participate in the 
videoconference. 

• use sufficiently high-quality sound and resolution to ensure you can collect 
information (including verbal and non-verbal cues) that is as accurate and 
complete as is necessary for the purpose of providing health care. 

Patient Portal 

We must have patient consent to collect, use, and disclose personal health information 
in the portal. 

Through the consent process we inform patients of the types of information available 
through the portal, to whom it is accessible, and how long that information will remain in 
the portal, in addition to any privacy and security implications.  If the patient is able to 
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contribute content through the portal, we explain if and when their health care provider 
will review the information. 

Privacy Breaches 

All privacy complaints, incidents, and actual or potential breaches must be reported 
immediately to the Privacy Officer following the Niagara North Privacy Breach Protocol. 
Examples of breaches in the virtual care context include: 

Video 

• Scheduling or appointment confirmation or reminder notification includes an 
excessive amount of personal health information  

• Video launches from a public space 
• Wrong patient being invited to participate in a video virtual visit  
• Wrong patient attending a video virtual visit  
• Wrong clinical user invited to or attending a multipoint video virtual visit  
• Video virtual visit launched in error after a patient virtual visit is cancelled  
• Sharing information (e.g. test results) for the wrong patient during a video virtual visit  
• Clinical users or staff given unauthorized access during an encounter or to the 

videoconferencing system  
• A video virtual visit is recorded without authorization  

Secure Messaging 

• Messages containing PHI sent to the wrong patient 
• Attaching personal health information for the wrong patient to a message 
• Unauthorized clinical users reviewing patient requests and messages without their 

consent 
• Unauthorized clinical users copied on a message sent to a patient 

Virtual Visit Consent 

Please use the following script Appedix A  - Virtual Clinical Visit Consent  to explain to 
patients what a virtual visit is and is not and ask them to verbally agree to the terms.  


