
 
 
 
 
 
 

 
I INTRODUCTION  
 
Ontario’s health privacy law, the Personal Health Information Protection Act (PHIPA), 
provides individuals the right to make choices and control how their personal health 
information is collected, used and disclosed.   
 
PHIPA gives individuals the right to restrict access to any or all of their Personal Health 
Information (PHI) by one or more Niagara North Family Health team staff or external 
providers.  The concept of a lockbox refers to the ability of a patient to withdraw or 
withhold consent for the use or disclosure of their PHI for health care purposes. The 
lockbox provisions with PHIPA are found in sections 17(1)(a), 38(1)(a), and   50(1)(e). 
The lockbox does not extend to other uses or disclosures that are permitted or required 
under PHIPA or other legislation.  
 
This policy will help the staff of the Niagara North Family Health Team and its 
associated Family Health Networks understand and fulfill their role when addressing 
lockbox requests and providing care to patients who have implemented a lockbox. Lock 
boxes may affect clinical practice at the Niagara North Family Health Team because 
access to information about patients may be restricted and interdisciplinary health team 
providers may be asked not to share their personal health information with other health 
care providers.   
 
II         POLICY 
Current or former patients of the Niagara North Family Health Team (including its two 
associated Family Health Networks) have the right to request a lockbox restricting the 
sharing of all or some of their PHI by one or more Niagara North Family Health Team 
staff or external providers.  
 

 
III PROCEDURES 
All staff members should be aware that patients may wish to limit the disclosure of their 
PHI but not know the use of the term “lockbox”.  Patients may wish to limit access to 
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their personal health information when they use words like “restrict”, exclude, “shield”, 
“don’t tell” and “block”.   
 

1. Patients may initiate the process for a lockbox by speaking with their primary care 
provider, nurse practitioner or the Privacy Officer of the Niagara North Family Health 
Team. Patients must make their request in writing.  This written request will be scanned 
into the progress notes of the electronic medical record. It should be pointed out to the 
client that in doing so their quality of health care may be affected.  

 
2.   Patients can request that their PHI be restricted in a variety of ways: 
• Only some of their health record is locked 
• All of their health record is locked 
• All documentation created in the future is locked 
• Restrict only one NN FHT member from accessing their health information 
• Restrict several NN FHT staff members from accessing their health information 
• All NN FHT staff may be restricted from accessing the health record 
• One or more external health care providers may not be given their PHI 

 
 
3. All patients requesting a lockbox should be advised of the consequences of restricting 
access to their PHI.  In addition patients considering a lockbox should be reminded that: 
 
• Personal health information is only accessed by team members on a need to know 

basis 
• Where Personal Health information is accessed without authorization, the NN FHT 

will take appropriate steps to prevent a reoccurrence and there would be 
disciplinary consequences.  

• PHI is disclosed only to external health care providers with whom the patient 
wants their PHI shared (unless the disclosure is otherwise permitted or required 
under law without consent) 

• Patients do not need to have a lockbox to restrict access to their PHI by family 
members or insurance companies as the NN FHT would require express consent 
from the individual before any information was disclosed.  

 
Other consequences of entering into a lockbox include: 
 

• The patient not receiving the best possible service because health care providers 
may not have access to the PHI that they need in order to provide the best possible 
care in a timely manner. 

• The patient may have to undergo duplicate tests, procedures and health history 
questions if the existing information is not available.  

• At NN FHT we use a multi-disciplinary team approach to providing care.  In 
general, implementing a lockbox should not prevent a team from providing care 
as per their standards of practice.  
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• There may be circumstances where the Niagara North Family Health team care 
providers cannot provide care in a manner that meets professional standards of 
practice if they do not have sufficient information.  The Niagara North Family 
Health Team may have to assess whether they can continue to provide care to a 
patient if there is insufficient information. The decision to discontinue care to a 
patient is a significant one and would only be made after thorough consideration 
of all the relevant information. The Niagara North Family Health Team will try to 
maximize patient choice about how their PHI is used and disclosed while at the 
same time allowing NN FHT care providers to uphold their commitments to 
deliver high quality patient care and to meet their obligations to their regulatory 
colleges.  

 
There may be other risks specific to particular patients, which should be explored and 
discussed with patient directly. 
 
 
4. The NN FHT Privacy Officer or designate or the primary care physician will review, 

respond to, implement and administer lockbox requests on behalf of the Niagara 
North Family Health Team. Because the choice to implement a lock box may have 
implications to the patient’s care, the patient’s primary care provider should be 
involved in processing the request as appropriate.  

5. The Privacy Officer or the primary care physician will notify in a timely manner any 
patient who made a lockbox request of the Niagara North Family Health Team’s 
decision. If the NN FHT’s decision is to deny a lockbox request, the patient will be 
informed of the right to make a complaint to the Information and Privacy 
Commissioner of Ontario.  

 
Lockbox Exclusions 
 
Since the Family Health Network is the health information custodian for the purposes of 
PHIPA, a lockbox cannot be issued to prevent the patient’s physician from accessing the 
NN FHT record. 
 
A lockbox cannot be used to prevent the Niagara North Family Health Team from 
fulfilling its administrative functions and using and disclosing PHI for other authorized 
purposes. For example, a patient’s request for a lockbox does not restrict the NN FHT 
from using or disclosing PHI for the following purposes (PHIPA sections 37-50) 

• Obtaining or processing payments 
• Planning services 
• Quality Improvement 
• Disposing of Information 
• Complying with a court order   
• Litigation 
• Research (with Research Ethics Approval) 
• Teaching staff to provide health care 

 
A lockbox does not prevent the Niagara North Family Health Team from using or 
disclosing PHI where there is a legal obligation to do so (ie to fill mandatory reports to 
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Children’s Aid). The Niagara North Family Health Team may also use or disclose PHI if 
there are reasonable grounds to believe that using or disclosing the information is 
necessary for the purpose of eliminating or reducing a significant risk of serious bodily 
harm to a person or group of persons. There may be other circumstances where the use or 
disclosure of PHI is permitted by law.  Any questions or concerns should be addressed to 
the Privacy Officer of the FHT.  
 
Identifying a lockbox 
 
Before reviewing a patient’s PHI, Niagara North Family Health Team staff must always 
check to see if a lockbox has been applied.  
 
Electronic Records  
If a patient has implemented a lockbox, a lockbox message will appear when a user 
attempts to access PHI through the electronic medical record (EMR). A “Lockbox 
Notification Alert” form will be on the EMR and will identify whether all or a portion of 
the health record is locked. Additionally, EMR users can identify locked PHI by looking 
for a “lock” icon beside restricted information. If the lockbox applies to all Niagara North 
Family Health Team members, then the electronic system will restrict access to that 
patient’s PHI. If a lockbox restriction pertains to specific NN FHT staff members their 
access will be restricted. A list of unauthorized or “locked” persons will appear in the 
EMR.  
 
Paper Records 
If the entire health record is subject to a lockbox, it will be in a sealed envelope (signed 
across the seal by the Privacy Officer) with a label affixed that reads “lockbox” and a 
“Lockbox Notification Alert” form will be apparent and will include a list of 
unauthorized or “locked” persons.  
 
“Breaking” the Lockbox 
 
If a Niagara North Family Health Team staff member is authorized to access information 
that is otherwise “locked”, the following instructions explain how to access the PHI.  
 
Electronic Records 
To “break” a lockbox, a Niagara North Family Health Team staff member would click 
“yes” when the pop up screen appears and asks whether you are permitted to continue. 
Access to the health record is then available.  
 
Paper Records 
Any Niagara North Family Health team staff member would open the sealed envelope 
and remove the paper records. Access to the health record is then available.  
 
 
Any Niagara North Family Health Team staff who accesses PHI that is protected by a 
lockbox must document on the patient’s health record the reason and authorization for 
“breaking” the lock. All information subject to a lockbox will be monitored and there will 
be random audits of such files. If Niagara North Family Health Team staff are in doubt 
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about whether they are legally permitted to break a lockbox, they should contact the NN 
FHT Privacy Officer. 
 
For paper records, if the lockbox restrictions continue after the lock has been broken for a 
specific purpose, the PHI should be “locked” again in another sealed and signed envelope 
by the Privacy Officer or designate. 
 
Of course, a patient may chose to withdraw a lockbox request or unlock PHI in a 
lockbox. That decision must be in writing and must be documented on the health record. 
 
Notice to External Health Care Providers 
 
If a patient’s lockbox instructions state that the patient does not want all or some PHI to 
the external health care provider, Niagara North Family Health Team will not disclose 
PHI to the restricted external health care provider unless: 
 

• We are permitted or required by law to do so 
• The external health care provider has provided us with written proof of the 

patient’s express consent of the disclosure.  
 
 

If the Niagara North Family Health Team is prevented because of a lockbox from 
disclosing PHI relevant to the provision of care to an external health care provider, the 
Niagara North Family Health Team has an obligation to notify the receiving health care 
provider that not all of the relevant PHI has been provided.  As a note, the receiving 
health care provider is then able to explore the matter of the “locked box’ with the patient 
and seek consent to have the locked information shared.  
 
Audits 
 
The Niagara North Family Health Team Privacy Officer or designate will conduct audits 
of locked health records to ensure compliance with patient lockbox instructions and to 
determine whether there has been inappropriate access to locked information. Any 
apparent unauthorized access to locked information will be investigated.  
 
Breach of Privacy  
 
Unauthorized access by a Niagara NorthFamily Health Team staff to a patient’s health 
record constitutes a breach of privacy and may result in disciplinary action up to and 
including termination of employment or contract with the NN FHT.   
 
If there is a lockbox on a patient’s health record and a NN FHT staff member is excluded 
from accessing the PHI, it is considered a breach for that staff to access the PHI without 
specific authorization from a Privacy Officer or designate or unless otherwise permitted 
or required by law to use or disclose the information (such as in an urgent situation in 
order to prevent a significant risk of serious bodily harm). 
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Niagara North Family Health team is also obliged to notify any affected patient(s) of a 
privacy breach and their rights and will do so in accordance with the requirements of 
PHIPPA.  
 
IV REFERENCES 
 
Privacy Act 
Personal Information Protection and Electronic Data Act 
Workplace Safety and Insurance Act 
Privacy Commissioner of Canada: A Guide for Businesses and Organizations 
 
The Niagara North Family Health Team (FHT and FHN) will provide unpaid emergency 
leave to all employees as required by the Employment Standards Act, RSO 2000. 
 
The GCFHT will also support unpaid emergency leave in recognition of the needs of 
individual employees as well as their responsibilities to their family members.  
 


